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C

urrent DSAMS Production Release (Release 6.09) – A successful User Acceptance Review of Release 6.10 was held 4 – 6 November at DSADC.  A total of 44 representatives from Army, Navy, Air Force, DFAS, DSCA, NSA and DISA attended, with 5 additional folks participating remotely.  Outstanding issues have been resolved and the release will be deployed the weekend of 6 December and available for use on 8 December.  The highlights of the release will be reported in next month’s Dialogue. 

This was the last official user review of a DSAMS release containing just the Case Development Module and Case Implementation Module (CDM/CIM) functionality, which has been in full operation for several years now.   The next major DSAMS release will be the deployment of the Training Module (TM) in October 2004.  

A User Acceptance Review for the CDM/CIM community of the expanded DSAMS functionality as a result of integrating the TM is tentatively scheduled for the week of 22 March 2004.  Release 9.01 will follow Release 8 in early 2005 with critical fixes for TM functionality, after which we hope to get back to a 2- or 3-release per year maintenance schedule.  Emergency fixes will of course be fielded as necessary.  [POC: Chester Freedenthal, DSN 329-3745]

T

raining Module (Releases 7 and 8) – IBM developers conducted the first of six planned demonstrations of TM functionality during the week of 17-21 November.  This demonstration was conducted at NETSAFA with both the Marine Corps and the Coast Guard participating, as well as representatives from the PMO, DSADC and the ISI user training team.  This demonstration consisted of screens used in Operations and Pricing.  The next demo for Navy, consisting of financial functionality, will be conducted in December.  Two demonstrations each at AFSAT and SATFA will be conducted in December and January, respectively.

During the NETSAFA demo, developers pointed out changes made to the application as a result of previous user input.  Users liked many of the changes, but requested additional changes to the software.  These requests were discussed at the end of each day.  In some instances, users concluded that some requested changes were not important enough to be worth the cost.  Remaining requests were divided into two categories: "showstoppers" and "nice-to-haves".  "Showstoppers" were defined as changes needed (assuming no workarounds exist) to avoid detrimental impacts to policy or NETSAFA business processes, and these were further refined into those that are critical for the October 2004 deployment and those that can be included in the first post-deployment maintenance release (Release 9.01, Feb 2005).  

The results submitted by the Navy: 14 showstoppers needed for deployment, 7 critical needs that must be satisfied in the first maintenance release, and 31 nice-to-haves.  The 14 Showstoppers will now undergo a further analysis and approval process prior to sizing and development.  Note that some Showstoppers are expected in any major release due to a variety of factors (e.g., misunderstood or missed requirements), and they are not necessarily difficult to fix.  An example of a Navy Showstopper (which will affect all MILDEPs) is DSAMS’ current inability to zero out medical cost allowances for IMET students; this is required for countries with health care agreements that do not require funding of medical costs.

Examples of other issues raised included: 

· who will have system administration privileges for the TM (NETSAFA or Navy IPO)

· a request for greater protection of sensitive Training data

These two issues will be addressed at the upcoming February deployment planning meeting and the May Security Assistance Training Automation meeting, respectively.  

As the NETSAFA demonstration was the first of six, some rough spots were to be expected in the way the demonstration itself was conducted, but some lessons learned were noted in order to refine the next five demonstrations.  Overall, NETSAFA indicated at week’s end that the experience was beneficial. [POCs: Pam Smith, DSN 329-4464 and Paul Porter, DSN 664-6578]

D

SAMS Release 6.10 Briefing Material – The User Training hyperlink on the DSAMS web page, https://dsams.dsca.mil, contains a folder with Release 6.10 screen captures used during the Release 6.10 User Review to describe functionality changes coming in Release 6.10.  These files will be updated the first week of December based on correction of Test Problem Reports (TPR) submitted during the User Review.  [POC: Nels Berdahl, DSN 430-9041]

F
orgotten Password or Attempted System Compromise? - DSAMS, like other DoD systems, has a certain set of security and system reporting requirements designed to assure that the system; information and processes are doing what they are supposed to do.  Sometimes it is necessary to use this information to recover lost or accidentally modified files or even gauge system performance.  It is also increasingly used to detect possible attempts to compromise a DoD system.

Part of the DSAMS routine audit includes screening the logon log file for questionable activity.  Usually nothing is detected when the log is reviewed, and this log data is deleted from the DSAMS system soon thereafter.  Sometimes unusual activity is detected and the responsible security personnel perform a closer review.  

One of the things that can cause an alert is an unusually frequent occurrence of failed logon attempts over a short period of time.  While it could simply be a user trying to remember a forgotten password, it could also be an unauthorized person or system making a random “password guessing” attempt.  It is no shame to forget a password; we all have done it, which is one of the reasons the DSAMS HelpDesk exists to help the users.  Mistyping a user ID or password are common enough, and having the Caps Lock key on is a big culprit, but DSAMS will lock the user account after 3 successive failed logon attempts.  This “3 strikes and you’re out” policy is the recommended standard across the DoD.

Since DSAMS locks the account after 3 successive failed attempts, continued attempts will not allow a user to log on even if he/she did remember. These attempts are recorded in the log files and, since there is no way for those logs to know if it was a Caps Lock or forgotten password, it causes the security personnel to ask questions.  This is done to confirm it was legitimate and not an attempt to break into the DSAMS system by using “random guessing” to get a password.

While these questions are usually directed to the DSAMS PMO, the DSAMS HelpDesk, and the DSAMS MILDEP representatives, this is not done to place blame or shame anyone, but is instead a routine effort to protect the DSAMS user, the data and the DSAMS application from hostile compromise.  [POC: Craig Friedline, DSN 430-9024]

D

SAMS User Training Team Activity - In November the training team joined with DSCA personnel to conduct seminars for Army on 36-B processing and Lease preparation at USASAC Ft Belvoir, VA.  The team also provided support for the   Release 6.10 User Review at DSADC.  As mentioned in last month's Dialogue, the team focus has now shifted to support deployment of TM functionality.  In November, training team members attended the TM Operations and Pricing demonstration held at NETSAFA.  [POC: Nels Berdahl, DSN 430-9041]

M

ove of Mainframe Security Assistance Legacy Systems to Mechanicsburg, PA – DISA HQ announced on 12 November that the move of CISIL/MISIL/SAMIS/CMCS/DIFS, which was originally scheduled to move from DECC Oklahoma City to DECC Mechanicsburg on 27-29 Feb 2004, would instead be targeted for 26-28 March due to hardware acquisition delays.  However, DISA HQ was advised by DFAS on 19 November that the new date would directly interfere with the quarterly DIFS processing, which should be completed by 15 April.  DISA HQ has not yet officially announced a new date (unofficially: mid-April)--but will later this week. [POC: Kent Wiggins, DSN 664-6553]  

S

ecurity Cooperation Information Portal (SCIP) –   SCIP provides a low-cost method for viewing selected Security Cooperation case management information consolidated from the Security Assistance legacy systems, CISIL, MISIL, and SAMIS/CMCS, as well as from DSAMS, using a single access account.  SCIP uses a common set of query screens, takes advantage of relatively intuitive “point and click” functionality, and is available via the Internet from any place around the world.  

All initial query and input processes are operational, and only one known program problem remains outstanding.  In the near future, SCIP will provide information related to FMS Case Payment Schedules and Leases, the capability to request and download a complete requisition detail extract, and "Announcements" and "What's New" messages on the Login Screen.  Other enhancements proposed by test users will be submitted to the SCIP Configuration Control Board (CCB) for approval and prioritization based on criticality and affordability.  As an interim step until CEMIS, it is important to remember that the SCIP does not overcome all the known limitations of the legacy systems, but it does make the tri-service information more widely accessible.

Recently DSCA sponsored a discussion among the MILDEPs and DLA concerning the future of SCIP, and SCIP-MILDEP/Agency web site interfaces.  A proposed four-phase approach to web site consolidation was briefed to the working group by DSCA, and centralization of the log-in security authentication processes will be the first area addressed. 
DSCA message 091013Z May 03, available on the DSCA web site, http://www.dsca.mil, explains the SCIP access registration process for Security Assistance Officers (SAOs) and their employees.  DSCA message 251330Z Jun 03, also available on the DSCA web site, contains a complete set of instructions for registering International Customers.  International Customers, their agents, and foreign national employees of the USG require an electronic "token" to access SCIP.  Each International Customer must identify a Host Nation Token Administrator (HNTA) and an alternate to administer accounts for users in that country.  Once DSCA receives the HNTA designation letter, we forward the appropriate number of tokens and a System Account Access Request (SAAR) form to the HNTA.  The HNTA (1) distributes the tokens and SAAR forms to users in his country, (2) completes and signs the SAAR forms, and (3) faxes the SAAR forms to DSADC.  We then establish and activate accounts for each individual user. 

Customer countries are in various stages of registration.  To date, we have received letters from 24 countries designating their HNTA and alternate, and we have distributed 393 tokens.  There are over 500 users registered in the SCIP.  These include USG employees, both US citizens and foreign nationals, and International Customers and their employees.  Procedures for requesting additional tokens are currently being discussed.

Technical questions about SCIP can be directed to ScipHelp@dsadc.dsca.mil.  Functional questions about the data should be directed to the appropriate MILDEP.  [POC: Sharon Epstein, DSN 430-9091]    

C

ase Execution Management Information System (CEMIS) – As explained in the July 2003 issue of the Dialogue, Lt Gen Walters selected the Re-host/Modernize option for CEMIS development.  Phase One, or Re-host, will convert the 4 existing legacy systems (CISIL, MISIL, SAMIS and CMCS) into a common language and database.  Phase Two, or Re-factor/Web-Enable, will consolidate the 4 separate systems into one and eliminate redundant code.  Phase Three, or Modernize, will add new requirements, and those that require modification to existing processes, from the CEMIS Operational Requirements Document (ORD).

In October, Lt Gen Walters decided that all 4 systems should be converted simultaneously, beginning in FY 04.  It is projected that all re-host actions should be completed no later than 36 months after contract award, with modernization actions to begin in FY 07.  

System testing/performance testing discussions are currently taking place.  CEMIS Systems Team representatives, augmented by numerous MILDEP and DSADC personnel, are now in the process of developing test description documents, determining the availability of legacy system source code, collecting database artifacts, and compiling source code, to support the development of the CEMIS contract solicitation package.  Functional users will help determine how and when to standardize existing MILDEP processes to eliminate redundancy.  The legacy systems will not be turned off until system personnel and functional users are satisfied with the results of the re-host.  [POC: Tom Sippel, DSN 430-9295]          

I

nternational Customer User Group (ICUG) – BACKGROUND.  The ICUG consists of international customer representatives from the MILDEP ILCOs and a non-voting liaison representative from the Foreign Procurement Group (FPG).  They represent the broad international user community, i.e., personnel from all countries at the ILCOs, embassies and in-country locations, including countries and organizations that are not core members of the ICUG.  Their primary responsibility is to receive and disseminate systems and logistics-related information to customers and to provide a unified customer position on issues and requirements to DSCA. 

The ICUG held its 17th formal meeting in Arlington, VA on 20 November.  Mr. Fred Beauchamp, DSCA/SP, briefed the group on the Worldwide Security Cooperation Conference, "Strengthening Alliances For the Future", that was held 28-29 October.  Over 500 people attended the conference, including over 50 representatives from foreign governments and over 100 from the U.S. defense industry.  Presentations from the conference are available on the DSCA web site, http://www.dsca.mil. 

Ms. Kathy Robinson, DSCA/P3, provided updates on the Case Execution Management Information System (CEMIS), the Security Cooperation Information Portal (SCIP) and Transportation issues.  Her presentation is available on the ICUG/FPG web site.   

The group also held an internal meeting on 20 November.  Minutes to both meetings will be posted to the ICUG/FPG web site when they become available.  

The next formal and internal ICUG meetings will be held on 26 February 2004 in Arlington, VA.  Anyone wishing to receive information about the ICUG/FPG web site, or other ICUG-related information, should submit his or her name, title, phone number and e-mail address to either customer@dsadc.dsca.mil or dsams@ispec.com.  [POC: Sharon Epstein, DSN 430-9091]   

SIGNIFICANT and MILESTONE EVENTS
UPCOMING EVENTS (Tentative Dates)

	Date
	
	Event

	
	
	

	8 Dec 2003
	
	Deployment of DSAMS Release 6.10

	
	
	

	  TBD
	
	Migration of CISIL, MISIL, SAMIS, CMCS & DIFS from DECC Oklahoma City

	
	
	  to DECC Mechanicsburg

	
	
	 


NEAR TERM MEETINGS

	Date
	
	Topic
	
	Location

	
	
	
	
	

	2-4 Dec
	
	CEMIS Systems Team
	
	ISI, Arlington, VA

	
	
	
	
	

	8-12 Dec
	
	Training Module Demonstration (Funding &
	
	NETSAFA, Pensacola, FL

	
	
	  Billing)
	
	

	
	
	
	
	

	8-12 Dec
	
	Training Module Demonstration (Ops &
	
	AFSAT, San Antonio, TX

	
	
	  Pricing)
	
	

	
	
	
	
	

	15-19 Dec
	
	Training Module Demonstration (Funding &
	
	AFSAT, San Antonio, TX

	
	
	  Billing)
	
	

	
	
	
	
	

	17-18 Dec
	
	CEMIS Systems Team
	
	ISI, Arlington, VA

	
	
	
	
	

	12-16 Jan 2004
	
	Training Module Demonstration (Ops &
	
	SATFA, Ft. Monroe, VA

	
	
	  Pricing)
	
	

	
	
	
	
	

	20-23 Jan
	
	Training Module Demonstration (Funding &
	
	SATFA, Ft. Monroe, VA

	
	
	  Billing)
	
	

	
	
	
	
	

	2-6 Feb
	
	Training Module Deployment Planning Mtg
	
	Skyline, Falls Church, VA

	
	
	
	
	

	22-26 Mar
	
	DSAMS Release 8 Orientation for current
	
	DSADC, Mechanicsburg, PA

	
	
	  DSAMS users
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